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<-NMmr Key concepts i
S GRID

e A computational grid is a hardware and software infrastructure
that provides dependable, consistent, pervasive and inexpensive

access to high-end computational capabilities”

From "The Grid: Blueprint for a New Computing Infrastructure”
http.//www.globus.orgyalliance/publications/papers/chapter2.pdf (1999)

e "Flexible, secure, coordinated resource sharing among dynamic
collections of individuals, institutions, and resources - what we

refer to as Virtual Organizations (VOs)”

From "The Anatomy of the Grid.: Enabling Scalable Virtual Organizations”
www.globus.org/alliance/publications/papers/anatomy.pdf (2001)

e Example of Virtual Organisations: the 4 LHC experiments, the
community of biomedical researchers, the bio-NMR community,
etc.
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The middleware INFN

The Grid relies on advanced
software, called middleware

Middleware automatically
finds the data the scientist
needs, and the computing
power to analyse it

Middleware balances the load
on different resources. It also
handles security, accounting,
monitoring and much more
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€-NIM[ Enabling Grid for E-sciencE project L/G,;,D

RGRE
napling. Srics Flagship Grid infrastructure project
co-funded by the European
Commission starting from April 2004
|s completlng now its 3° phase
Archeology gf?? & ;
Astronomy }
Astrophysics ¢ j
Civil Protection A i

Comﬁo.Chemistry )
Earth Sciences

Finance " ) oy T ) 267 sites
Fusion v A8 54 countries
Geophysics © >110,000 CPUs

>20 PetaBytes
>16,000 users
>200 VOs
>150,000 jobs/day

Grid~P

UK Computing for Particle Physics

High Energy Physics
Life Sciences
Multimedia

Material Sciences
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€-NMI| The EGEE middleware: gLite L’N/’Z’ZID

Applications e Applications have access both to
Higher-level Grid Services and to
I Foundation Grid Middleware
Higher-Level Grid Services : : :
. e Higher-Level Grid Services are
Warkload Management SUPp_OSGCI tO help the_users
Replica Management building their computing
s infrastructure but should not be
Gtrid gconomies Glite mandatory
elc.
I e Foundation Grid Middleware will
be deployed on the EGEE
Foundation Grid Middleware infrastructure
Security model and infrastructure — Must be com|:_)lete and I’(?bUSt .
Computing (CE) & Storage Elements (SE) — Should allow interoperation with
Accounting other major grid infrastructures
Infarmation and monitoring | <! it@ — Should not assume the use of
Higher-Level Grid Services
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e-Nmr | 9lite Services Decomposition | LIN//I:G’Z)

CLI API
Access
Authorization Inform_atign & Service
. Monitoring Discovering
Auditing
Authentication _ Network
Secg rity Monitoring Information &
Services Monitoring Services
Metadata File & Replica ‘ ‘ Job Package
Catalog Catalog Provenance Manager
Accounting
Storage Data Computing Workload
Element Movement Element Management
Data Services Job Mgmt. Services
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76,—ﬂ IMYr glLite services orchestration - ”VFN

User Interface
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CEs, SEs and
Uls at sites:

Bl 236 CPU-cores
2.9 TB storage
dedicated
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e-nmr Security Services
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GSI Authentication based on PKI X.509 SSL infrastructure

L GRID

e Certificate Authorities (CA) issue (long lived) certificates identifying individuals (much like a

passport)

e to reduce vulnerability, on the Grid user identification is done by using (short lived) proxies of their

certificates (they can be stored on MyProxy servers)
« users belong to VQO’s, to groups inside a VO and may have special roles

VOMS provides a way to add attributes to a certificate proxy

once
per :
year voms_proxy_init -
(DN) pX.509
| w/ VOMS
user

” attributes
corl M &@-—
o

==

P submits jobs

CE, SE
pX.509
l
delegates
Conlig Files
griimapdiies
- r.m?,f.':',i'm
s
T authZ
authN
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e-nmr

X.509 Certificates

An X.509 Certificate contains:

= owher’s public key:

» |dentity of the owner:

*

2 Q/ﬂ:
INFN
.L/.GR/?

Structure of a X.509 certificate

A 4

Public key

Subject:C=IT, O=INFN,

A 4

OU=Personal Certificate,
L=Padova CN=Marco Verlato

= info on the CA;

A 4

Certification Authority

= time of validity;

A 4

2010 GMT
Serial number: 33CF

= Serial number;

= digital sighature of the CA

A 4

Issuer: C=IT, O=INFN, CN=INFN

Expiration date: Apr 21 12:22:10

CA Digital signature

A 4
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e-nmr
DBIGTF

International Grid Trust Federation
AP EU|TAG

About the IGTF

IGTFE Charter
Tokyo Accord (2003

Member PMAs and Registries

APGridPMA
EUGrdPMA
TAGPMA
TACAR S

Authentication Profiles

Classic X.509 CAs
Short-Lived Credential Services
(5LCE)

Member Integrated Credential
Senvices

Download the Distribution
Download the Utilities

Open Grid Forum
Relationships

CA, Operations WG
OGF Documents

Links

Open Grid Forum
TEREMA TE-EMC2

e-Infrastructure Reflection Group

Comments to info@igtf. net
Disclsimer and Privacy notice

Which CA are trusted in EGEE?

The International Grid Trust Federation

The international community is deploying large scale distributed
computing grids on a production scale, across organisations, across
countnes, and across cgntmgnts, for the adv_ancement of science The latest IGTE trust anchor distribution
and engineering. In shaping this common grid infrastructure, many of ig ajways ayailable from the PMA web
these grids are relying on common practices, policies and |sites: EUGHAPMA and APGrdPMA

procedures to reliably identify grid subscribers and resources. Please refer to the README and
CHAMGES files for information about the

The International Grid Trust Federation (IGTF) is a body to establish |distribution and its use.

common policies and guidelines between its Policy Management

Autharities (PMAs) members and to ensure compliance to this Federation Document amongst the
participating PMAs. The IGTF does not provide identity assertions but instead ensures that within the
scope of the |IGTE charter the assertions issued by accredited authorities of any of its member PMAs
meet or exceed an authentication profile relevant to the accredited authority.

News

Functions and the Trust Anchor Distribution

The IGTF maintains a list of trust anchors, root cerificates and related meta-information for all the
accredited authorities, i e, those that meet or exceed the criteria mentioned in the Authentication
Profiles. The Distribution contains Certificate Revocation List (CRL) locations, contact information, and
signing policies.

« Download the latest update of the Common Distribution

||
» Download the Distribution Tools and the fetch-cri utility www I g tf n et
] |

Constituency

5= The IGTF constituency consists of our three member PMAs: the
“APGridPMA covering Asia and the Pacific, the EUGrHdPMA
. covering Europe, the Middle East and Africa, and The Americas
. Grid PMA  covering Latin America, the Carribean and North
& America. All registered members in each regional PMA are also
members of the IGTF. These include identity providers, CAs, and
their major Relying Parties, such as the international Grid
Deployment and Infrastructure projects.

Each member PMA haolds regular meetings and manages a (closed) email list for discussion. The aopen
IGTF meetings are held at the Open Grid Forum's regular meetings. You can get in contact with the IGTF
through your Regional PMA.

e-NMR (RI-213010) is funded by the European Commission under the Research Infrastructure Programme




Obtaining a certificate

e How to obtain a certificate:

A certificate request The user identify is
is performed confirmed by the RA

) f

The certificate is used as

The certificate is issued a key to access the grid

by the CA

www.e-nmr.eu

e-NMR (RI-213010) is funded by the European Commission under the Research Infrastructure Programme



e-nmr Certificate management

— You receive typically a PKCS12 certificate (can import it directly
into the web browser)

— For future use, you will need usercert.pem and userkey.pem in a
directory ~/.globus on your Ul

— Export the PKCS12 cert to a local dir on Ul and use again

openssil:
$ openssl pkcs12 -nocerts -in my_cert.p12 -out userkey.pem
$ openssl pkcs12 -clcerts -nokeys -in my_cert.p12 —out usercert.pem

INFN
L/GR/d

e

$ cat .globus/usercert.pem $ grid-cert-info -file .globus/usercert.pem
----- BEGIN CERTIFICATE----- Certificate:
MIIF1zCCBL+gAWIBAGICCA4WDQYJIKoZIhveNAQEEBQAWQZELMAKGALUEBhMCSVQX .
DTALBgNVBAOTBEIORK4xJTAjBgNVBAMTHEIORK4gQ2VydGImaWNhdGIvhiBBdXRo Data:
b3JpdHkwHhcNMDQWNTEWMTMXNTIyWhcNMDUWNTEWMTMXNTIyWjCBjzELMAKGALUE Version: 3 (0X2)
BhMCSVQXDTALBgNVBAOTBEIORK4XHTAbBgNVBASTFFBIcnNvbmFsIENIcnRpZmlj . .

YXRIMQOWCWY DVQQHEWRDTKFGMRcWFQYDVQQDEWSEYW5pZWxIIENIc2luaTEqQMCG Serial Number: 13263 (OX33Cf)
CSqGSIb3DQEJARYbZGFuaWVsZS5jZXNpbmIAY 25hZi5pbmZulmiOMIIBIjANBgkq Signature Algorithm: shalWithRSAEncryption
hkiGOWOBAQEFAAOCAQB8AMIIBCgKCAQEANEVVPBPTjKLAA4FOK+Zgc8pWYEPGDNWLW o~ _ _

glktBI6+mY TLuemPzgkZ4CTyrZL 7bw5ywXUe717e1Rmg6wDfPANRLkxxRNKNaron Issuer C_IT’ O—INFN, CN_INFN CA

KkS19eNK;jPY pkIEKNG2gSGsKO0/SsYB2YUGAKWLGtFCI3x1Ffdcl Tz0xgrXH3KCOjq Va| |d |ty

NgHImDrbpB7VtvAGC7/e/EJhydMVIPA4W2vbUnwBocjMA/en3GXs2KY 19thFA3Tg . . .
jyIpCMbleu3GlyTnbSJFoy3eeHkNLsfIc29RAISgWXMF7arM++NyURQ9gaEdMIN;j NOt Before Apr 21 122210 2009 GMT
Cqb7dHJEj8E/AWSSYeWmWHfaPXnjj5aP23UIRTc31nSwh+5y0bMnFwIDAQAB04IC Not After : Apr 21 122210 2010 GMT
hjCCAOIWDAYDVROTAQH/BAIWADAOBGNVHQB8BAFSEBAMCBPAWNGYDVROfBC8WLTAr . o~ _ _ .
0CmgJ4YlaHROcDovL3NIY3VyaXR5LmZpLmluZm4uaXQvQOEVY3JsLmNybDAXBgNV SUbJeCt C_ITa O_INFNa OU_PersonaI Certlflcatea
HSAEEDAOMAWGCisGAQQBOSMKAQQWHQYDVROOBBYEFCM+8mfoaenmQ76tHy+7hX+5 L:Padova’ CN:Marco Ver|at0
RKJ6MGsGA1UdIWRKMGKAFMOR710dBWSY qaW1WBpmTgoWK+BJoUekRTBDMQswCQYD

VQQGEWJIVDENMASGA1UEChMESU5GTJEIMCMGALUEAXMcSUSGTIBDZXJ0aWZpY 2F0

----- END CERTIFICATE----- WWW. g' nmr.eu
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Qrﬂml’ Registering with enmr.eu VO INFN

https://lvoms2.cnaf.infn.it:8443/voms/enmr.eu/

VOMS AAdMIN «..vo. comet corvent vecr: marco veristo

d Bare Certlflcates are nOt Welcome to voms-admin registration for the eumed vo.
enoug h for defl nlng user To access the VO resources, you must agree to the VO's Usage Rules. Please fill out all fields in the form below and click on

the submit button at the bottom of the page.

Capab| I |t|es On the g“d After you submit this request, you will receive an email with instructions on how to proceed. Your request will not be
forwarded to the VO managers until vou confirm that you have a valid email address by following those instructions.
IMPORTANT:

] By submitting this information you agree that it may be distributed to and stored by VO and site administrators. You also
i Use rS belong to VO S, to agree that action may be taken to confirm the information you provide is correct, that it may be used for the purpose of
. . controlling access to VO resources and that it may be used to contact vou in relation to this activity.
g I’O U pS |nS|de a VO and Your distinguished name (DN):
H JC=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco Verlato
may have special roles Your Ca:

JC=IT/O=INFN/CN=INFN CA
Your email address:

* You need your certificate
uploaded |nt0 your Your institute:
bI’OWSGF Your phone number:

Comments for the VO admin:

[ vou agree on the VO's usage rules.

Register!
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ernmr voms-proxy-init Ll_l\fN B
~— GRID

. .

$ voms-proxy-init -voms enmr.eu

Cannot find file or dir: /users/grid/verlato/.glite/vomses

Enter GRID pass phrase:

Your identity: /C=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco Verlato

Creating temporary proxy ................ Done
Contacting voms-02.pd.infn.it:15014 [/C=IT/O=INFN/OU=Host/L=Padova/CN=voms-02.pd.infn.it] "enmr.eu" Done
Creating ProxXy .......ceeeeeennennenes Done

Your proxy is valid until Mon Feb 16 08:02:24 2009

$ voms-proxy-info -all

subject :/C=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco Verlato/CN=proxy
issuer :/C=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco Verlato

identity : /C=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco Verlato

type  :proxy

strength : 1024 bits

path  :/tmp/x509up_u3801

timeleft : 11:55:54

=== VO enmr.eu extension information ===

VO . enmr.eu § vo
subject :/C=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco Verlato

issuer :/C=IT/O=INFN/OU=Host/L=Padova/CN=voms-02.pd.infn.it

attribute : /enmr.eu/Role=NULL/Capability=NULL

attribute : /enmr.eu/cirmmp/Role=NULL/Capability=NULL
timeleft : 11:55:54
uri : voms-02.pd.infn.it+:15014
Attributes

WWwWWw.e-nmr.eu
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c-NIMIr Long term proxy - myproxy Llﬂ:N *
—Grip

« Grid tasks may need a time longer than the proxy lifetime (short for
security reasons)

- A MyProxy server is used to create and store a long term proxy which is
used to renew short term proxies when they are going to expire

$ myproxy-init -s myproxy.cnaf.infn.it -d

Your identity: /C=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco Verlato

Enter GRID pass phrase for this identity:

Creating proxy ... Done

Proxy Verify OK

Your proxy is valid until: Mon Feb 23 16:48:24 2009

Enter MyProxy pass phrase:

Verifying - Enter MyProxy pass phrase:

A proxy valid for 168 hours (7.0 days) for user /C=IT/O=INFN/OU=Personal Certificate/L=Padova/CN=Marco
Verlato now exists on myproxy.cnaf.infn.it.

» A dedicated service on the WMS can renew automatically the proxy on
your behalf contacting the MyProxy server (the MyProxy server should
be indicated in the job description)

WWwWWw.e-nmr.eu

e-NMR (RI-213010) is funded by the European Commission under the Research Infrastructure Programme



L

e-nmr User Interface (UI) INFN
\4, B
.L-/w_GR/?
e The access point to the EGEE Grid is the User Interface (UI)

e It provides the CLI tools to access the functionalities offered
by the gLite Services

e They allow to perform some basic Grid operations:
— create the user proxy needed for authentication/authorization

— retrieve the status of different resources from the Information
System

— copy, replicate and delete files from the Grid

— list all the resources suitable to execute a given job

— submit jobs for execution

— cancel jobs

— retrieve the output of finished jobs

— show the status of submitted jobs

— retrieve the logging and bookkeeping information of jobs

e It provides the APIs to allow the development of Grid-enabled
applications

WWwWWw.e-nmr.eu
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; ] ] o L@
e-NMr Job Submission Workflow INEN

L/GR/D
Vomg User Interface glite-job-submit myjob.jdl

Myjob.jdI
DA X-y*l nj Y10
file1” };

| nput Sa Executable = "$(CMS)/exe/sum.exe’;
9’\/ ) J' D L InputData = "Ifn:/testbed0-00019";
— - DataCatalogType="DLI":
J D |_ gTyp
Auth. /
Ser‘VIce OutputSandbox = {"sim.err”, "test.out”, "sim.log"};

DataAccessProtocol = "gsiftp”;
Requirements = other.GlueCEArchitecture == "INTEL",
JOb Sme it Rank = other.FreeCPUs;
/ IMTPUT SarnmauuX
Event utput Sandbox —
esourc

InputSandbox = {"/home/user/WPI1testC", "Yhome/
/ Broker

£}

A

Storage
Element

Logging &
Book-keeping

=1
GSI data
acc/transf

Job Status |
e AW G=RRHEr b Element
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<-NMYr References INFN

GRID

http://www.enmr.eu/eNMR-registration
https://gilda.ct.infn.it/UIPnP.html
https://grid.ct.infn.it/twiki/bin/view/GILDA/UserTutorials

https://edms.cern.ch/file/722398/1.2/gLite-3-UserGuide.pdf
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c-Nmr Hands-on set up &’Zm

In this course all security stuffs have already

been setup for you
* you have an account on a linux machine
* you have a proxy certificate in /tmp/cert_proxy
* I’ll show you how to install and use a Ul

Access:

40 accounts enmrl = enmr40
passwd meetingf

ssh enmrl1->40@v3-enmr.cerm.unifi.it
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